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The performance of a hydrosystem infrastructure or function of an engineering
project, involve a number of contributing components, and most of them are
subject to various types of uncertainty! Reliability and risk, generally are
associated with the system as a whole. Thus, methods to account for the
component uncertainties and to combine them are required to yield the
system reliability.
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The basic idea of reliability and risk engineering is to determine the failure
probability of an engineering system, from which the safety of the system
can be assessed, or a rational decision can be made on the design,
operation, or forecasting of the system
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Hierarchical relationships for a water distribution system
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Natural hazards and human related threats to a water supply system
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Hazards or threats associated with basic components in a water supply system (WHO, 2004)
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Risk is the probability of a loss that
depends on three aspects: hazard,
vulnerability, and exposure.
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https://www.youtube.com/watch?v=MeCw010x8H8

A hazard is a process, 
phenomenon or 
human activity that 
may cause loss of life, 
injury or other health 
impacts, property 
damage, social and 
economic disruption 
or environmental 
degradation. Hazards 
may be natural,  
human-made or 
socio-natural in origin.

The situation of people, 
infrastructure, housing, 
production capacities 
and other tangible 
human assets located 
in hazard-prone areas.

The characteristics 
determined by physical, 
social, economic and 
environmental factors 
or processes which 
increase the 
susceptibility of an 
individual, a community, 
assets or systems to 
the impacts of hazards.
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Generalized concept of risk and reliability analysis for water systems 10



In another view, risk of an attack can be measured as the product of
consequence, threat, and vulnerability:

Risk= f(C, T, V)

where R is the overall risk, C are the consequences measured by loss of life,
economic impact, loss of public confidence, or other metrics, T are the threats
characterized by their likelihood of occurrence, and V is the vulnerability which
is defined as a property associated with a component of the system to reduce
the possibility of being influenced by hazards with given likelihood and
consequence. The third axiom is that system vulnerability is a function of
component access and exposure!

Risk= Likelihood × consequence × Vulnerability
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Risk assessment of a water supply system is usually expressed as a process of
identifying threats/hazards, analyzing vulnerabilities of components and system,
and evaluating risks of components and system (Li and Vairavamoorthy, 2004).

• A comprehensive approach in assessing the performance of each component
and reducing their vulnerability can lead to cost reduction of inappropriate
performance in critical situations and also a focus on the most important
vulnerable parts to increase their reliability.

• There are several reliability and risk assessment models for urban water systems
varies from simple qualitative analysis to complicated quantitative analysis.
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General procedure of risk 
assessment in a water supply system
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• MCDM
• LCA
• Optimization Models
• Risk-based design
• Digital Tools
• Digital Twins
…



Different types of data for risk assessment
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Risk Matrix Method
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“Smart Water" system is designed to
gather meaningful and actionable
data about a city's water and
wastewater and effectively use them
in simulation and optimization of
water and wastewater systems.

SMART 
WATER 
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Fault Tree Analysis Qualitative Analysis
Most Popular methods

Bayesian Networks Neural Networks Fuzzy Logic

…

Statistical and machine learning methods for risk assessment
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• FTA is a deductive top-down approach based on system
failure and begins with an unfavorable event (the top
event), and then the causes are determined using a
systematic reverse process.

• FTA, based on a logical diagram, by introducing the
relationships between the basic events and the top event
and providing a quantitative analysis of the system, shows
the failure probability and calculates the degree of system
reliability.

Fault Tree Analysis Method
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Machine Learning is a technique which develops
complex algorithms for processing large data. It uses
complex programs which can learn through experience
and make predictions.

• Bayesian Network
• Decision Tree Learning
• Artificial Neural Networks (ANNs)
• Bayesian Neural Networks (BNNs) 
• Genetic Algorithms
• Reinforcement Learning
• Support Vector Machine
• Markov Model
...
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What do Bayesian Networks and Bayesian Methods have 
to offer ?

• Handling of Incomplete Data Sets

• Learning about Causal Networks

• Facilitating the combination of domain
knowledge and data

 A Bayesian network is a graphical model for
probabilistic relationships among a set of variables
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Sample Factored Joint Distribution

X1

X3
X2

X5

X4
X6

p(x1, x2, x3, x4, x5, x6) = p(x6 | x5) p(x5  | x3, x2) p(x4  | x2, x1) p(x3  | x1) p(x2  | x1) p(x1) 
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Propagation Algorithm Objective

• The algorithm’s purpose is “… fusing and propagating
the impact of new evidence and beliefs through
Bayesian networks so that each proposition eventually
will be assigned a certainty measure consistent with
the axioms of probability theory.” (Pearl, 1988, p 143)

Data

Data
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Simple Example
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Overview of risk analysis methods
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Case Study 1: Risk assessment of pipeline failure in water 
distribution networks

• Chinatown Area-Singapore

• San Marcos-USA

2011-2015
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 Pipe failure is a kind of Physical losses in water 
distribution networks

Why we should assess the pipes’ 
failure risk?

• Minimize non-revenue water
• Preventive maintenance
• Exploit fully the useful life of a pipe
• Optimal rehabilitation of the water 

supply network

 How?
• A priori prediction of failure – Burst

(sudden) or small leaks (incipient)
• Exploit static and dynamic

characteristics of pipe network in
conjunction with a systematic
statistical analysis scheme e.g.,
Bayesian framework.
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Pipe failure in Water Distribution Network

New York City

Ledbury, UK

Oslo, Norway 
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Risk Management (WDS Rehabilitation) 

Pipe bursts forecasting results

Multi Objective 
Optimization Model

Benefit/Cost 
Function & 
Constraints

WDN hydraulic 
Modeling 

Hydraulic Function 
& Constraints

Water Quality  
Constraints

Long & short-term 
rehabilitation plans & 

guidelines
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Data Based Decision Support Framework

Data Processing 
Module

Static Dynamic

Failure Models 
+ Probabilities

Pipe Characteristics Data

Failure 
Forecasting

Forecast quality 
assessment + 

learning

Leakage/Burst 
Detected

Pressure/Flow Measurements

Failure forecasts
(Freq. of 

leaks/bursts)

Sensor Placement 
Module

Network Topology etc.

Prognosis Module

Cost / Benefit 
Module

Cost Parameters

Decision
• Preventive maintenance
• Replace pipes
• Repair as needed
• Install additional sensors 

(for better monitoring)
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General information

Two databases are available:
AIMS: including pipes characteristics
CINDY: including pipe bursts hysterical data for 2002-2011

Number of pipes: 3975 (>=100 mm)
Range of diameter: 100-1400 mm
Available pipe characteristics: Diameter, Length, Material, Age, lining, trench depth, 
pipes burst and leakage data

Number of failure cases: 269

Number of real failure cases which can be used in model: 27 (only Major Leaks) 

failure rate: ~8% 

Applied tools: Hugin, MATLAB, Water Gems, ArcGIS, Excel, AutoCAD. 
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Parameters classifications for modeling

Pipe diameter (D):
100<=D<=150 (L)
150<D<=300 (M)
300<D (H)

Pipe Length (L):
L<=3 (L)
3<L<=13 (M)
13<L (H)

Previous breaks (PB):
0<= PB <1 (L)
1< = PB <2 (M)
2< = PB (H)

Age (A):
A<=10 (L)
10<A<=20 (M)
20< A (H)

Material (M):
ABESTOS CEMENT (AC)
CAST IRON (CI)
CAST STEEL (CS)
DUCTILE IRON (DI)
HDPE (HD)
STEEL (ST)
UNKNOWN material (UN)

Roughness (R):
R<=120 (L)
120<A<=131 (M)
131< A (H)

Pipe failure (F)
Leak or burst-failure (YES)
No Leak or burst-no failure (NO)
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Model validation for pipes failure or leakage prediction

High Priority 
rehabilitation

Medium Priority 
rehabilitation

Low Priority 
rehabilitationMonitoring

No need to any 
action

10%32.50%26%19%12.50%

Maintenance Strategy 
(Risk management)
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San Marcos Water Distribution Network

Geographical location Water utility

Number of failure cases: 1199 (2000-2013) 51



Models 7 has been found to yield 
better results as compared to the other 
models (Averagely 70-80% accuracy)

Failure prediction accuracy for each pipe-Model 7
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Case Study 2: Risk assessment of pipeline failure in 
wastewater collection networks

• Tehran-Iran

Roozbahani et al. (2015)
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 Wastewater collection networks are
critical in the preservation of a society
public health, environment and
economy.

 Structural and hydraulic failures
occurrence in networks can lead to
pollution of groundwater, waterways
and wetlands, damage to roads and
buildings, and disruption of vital
services.

 The development of data mining
models which can prioritize sewer
pipes inspection based on their
criticality and risk level is essential.
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Sewer collection network in Gisha Area, Tehran City, Iran
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Bayesian network model
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Case Study 3: water supply risk assessment using Fault Tree 
Analysis

• Gothenburg-Sweden

Lindhe et al. 2008-2010
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Goal: reaching specified water safety targets

Risk indicator:
Customer Minutes Lost (CML)
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Case Study 4: Fuzzy-Logic Modeling of Risk Assessment 
for Small Drinking-Water Supply Systems

• North Battleford –Canada

Lee et al. 2009
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Case Study 5: Risk analysis of urban stormwater systems

• Tehran-Iran

Roozbahani et al. (2017)
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Design and performance of stormwater infrastructure systems in urban
areas have direct implications in social, environmental and public health
problems.

Urbanization and climate change are among issues that increase the
potential of flooding in urban areas and bring more uncertainty to rainfall
and runoff characteristics

Risk analysis in urban stormwater
systems is essential because of the
extensive consequences of flooding in
urban areas and limited funding for
rehabilitation and renovation of
stormwater systems.
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Study area: Zone 11 Municipality, Tehran
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• Case Study 6: Risk-Based Approach in Rehabilitation of 
Water Distribution Networks

• Trondheim, Norway

Raspati et al. 2022
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The water distribution network is
crucial for ensuring a well-functioning
centralized water supply system.

Aging of the WDN has become one of
the major issues that demand attention
to uphold the objectives of drinking
water provision. This issue requires a
long-term rehabilitation strategy and
water utility providers are often
challenged to set their priorities
correctly

The implementation of infrastructure 
asset management (IAM) principles
may help the water utility providers
make better decisions under such
constraints, avoid reactive approaches,
and improve the process of WDN
rehabilitation planning.
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Risk matrices of pipes based on their combined failure probability and consequences
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Case Study 7: Risk Assessment of Non-Revenue Water Using 
Bayesian Networks and Fuzzy Logic

• Tehran-Iran

Tabesh & Roozbahani (2020)
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One of the major issues affecting water utilities in most countries is the
considerable difference between the amount of water provided into the water
distribution networks and the amount of water billed to consumers which is
called non-revenue water (NRW).

Globally, more than 48 billion cub meters/year of water are wasted
as NRW and real losses represent 66% of this amount (Kingdom et al. 2006;
Loureiro et al. 2015).
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District 4 of Tehran Water and Wastewater Company
Population under service: 1.5 million people
Age: over 40 years
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