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Is there a scarcity of water?



• Uneven distribution of water in the world

• Climate Change will make things worse

World population Total freshwater resources

The challenge



80% of wastewater goes untreated

% of safely treated, 2020
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Water footprint



We might be forced to change our traditions… 



No water – no food!
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Need to increase treatment capacities 
(and efficiencies) 

vs
Plant footprints 



Increased use of fine Sieves (<0.1 mm)

Salsnes/Trojan: 50% TSS & 20% BOD removal
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70% of population is affected by drought 1 month / year

Less precipitation: 
Climate Change will worsen the situation
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More precipitation
More frequent
….more frequent overflows 
and floods
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Emerging pollutants



Emerging micropollutants
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Recovery, Reuse, Recycle 
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Digitalisation – opportunities in the water sector



Status and potential of digitalisation in the water sector

Smart by design - adaptive, distributed, advanced
Smart use - doing more with less
Smart control - sensors, analytics, OT-IT integration



Benefits of digitalisation



Benefits of digitalisation



Virtual sensors (software/surrogate sensors)

Typical example: measurment of SS via turbidity



Scream – Edward Munch

1910, A Norwegian

Challenges with digitalisation



20 years of attacks….



Water – the 3rd most targeted sector for cyber threats



• Interfere with operations – over/under dosage

• Unauthorised changes to programmed instructions; reduced pressure, overflow of 
sewage, malfunction of unit processes

• Modify control systems to produce unpredictable results

• Block data or send false information to operators

• Change alarm thresholds or disable them

• Prevent access to account information

• Access to personal information (GPDR directive)

• Ransomware

What can cyber attacks do?



The biggest threat….



• Keep an inventory of control system & reduce exposure 

• Segregate networks and apply firewalls

• Use secure remote access methods

• Establish roles to control access levels and log users

• Require strong passwords & password management

• Avoid vulnerabilities, implement patches, updates

• Enforce policies on the security of mobile devices

• Have an employee cyber security training program

• Involve utility executives in cyber security

• Monitor network intrusions and have a response plan

• Report and share information on incidents for developing coordinated common actions (NIS 
directive, etc)

Vulnerability is possible to reduce!



Detection

• Systems to identify attacks

Response

• Emergency response plans
– Disconnect compromised computers; Assess the scope of the compromise and isolate; Contact security service 

specialist; Assess any potential damage; Initiate manual operation; Keep relevant agencies informed

Recovery

• How to reduce the impact and recover ASAP

Post-attack response and recovery

Awareness, Prevention, Detection, Response, Recovery



• Know your risks!

• Preventive measures work!

• So does preparedness when dealing with post-attacks!

The key to reduce risks
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